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Honoxenue
00 vH(popManHOHHOH 6e30NaCHOCTH
B I'BY/10 r.Mocksb! «/ILLIA um.A.C./JaprombizkcKoro»

1. Obmme nosoKeHus

1.1 Ilonoxenue o0 wundopmammonnoit 6eszonacnoctn B I'BYJIO r.Mockesl «JIILINU
M. A.C.Jlaprombikckoroy» (jrasiee - [Tonoxenune) pazpaboTaHo B COOTBETCTBHH ¢ TpeOOBaHUSIMU
Menepanibioro 3akona ot 27 urons 2006 r. Ne 149-03 "O0 undopmauuu, HHGOPMAITMOHHBIX
TEXHOJIOrusAX M 0 3amure uupopmanuu", GenepansHoro 3axona ot 27 urong 2006 r. Ne 152-03
"O nepcoHajibHBIX JaHHbIX", nocranosiaeHus IlpaBurenbcrBa Poccuiickoit ®enepanun ot 1
Hos0psa 2012 r. Ne 1119 "O6 yrBepkaeHuu TpeboBaHUH K 3allMTE MEPCOHAIBHBIX AAHHBIX IIPH
ux o0padorke B MH(OPMALMOHHBIX CHCTEMAX I[E€PCOHAIBHBIX JIAHHBIX" M TOCTAHOBJICHUS
[IpaButenncrea Poccuiickoit ®enepauun ot 11 ¢eppanst 2017 r. Ne 176 "OO yrBepKacHUH
TpeOOBaHMH K aHTHTEPPOPUCTHUCCKONW 3alMIIEHHOCTH OOBEKTOB (Teppuropuii) B cdepe
KYJIbTYpbl B pOpMbI 11acriopTa 6€30MacHOCTH ITHX 00BEKTOB (TEPPUTOPHIA)".

1.2 Ilens nacrosiero Ilonoxkenus - yCTaHOBIEHHE HaJUIEXKAIIErO INOpsIKa padoThl U
co3janue Oe30nacHbIX YCIOBHH JUId NoJyvyaTesiel colMaibHBIX yeiayr W padotHukoB I'bY /10
r.Mocksel «/ILLIM um.A.C.Jlaprombikckoroy (nanee — YupekaeHHE), a TaKkKe HCKIIOUCHHS
BO3MOJKHOCTH NPOHUKHOBEHHs INOCTOPOHHMX JIMIl, BBIHOCA MAaTEpHaJIbHBIX LEHHOCTEH, MHBIX
HapyuleHui 0011eCTBEHHOr 0 MmopsijKa.

1.3 Hacrosinee Ilonoxenue yTBepikAaeTcs AMPEKTOPOM YUpeKJACHUS M JIEHCTBYET Ha
HCONpeIeIeHHbIH CPOK.

1.4 W3meHenus u JlonojiHEHUst K HacTosueMy IloyoKeHHI0 PUHUMAIOTCS B MOPSJIKE,
1npejycMoTpeHHoM 11. 1.3 Hacrosiero ITonoxenus.

1.5 Tlosokenwe — ompejaensieT  MOJHUTHKY — YUpeKICHHUS no  0e30MacHOCTH
MHGOPMAIIMOHHBIX M  KOMMYHMKAIMOHHBIX PECYpPCOB M TEXHOJIOTMH, M OOLMH MOpsIoK
oOpailieHuss ¢ JIOKYMEHTaMM, COJIepKalluMK  ci1yxeOHyto HH(OpMALMIO OrpaHUYEHHOTO
pacipocTpaHCHHsL.

1.6 B nacrosuem Ilo/10KEHUUM HCNONB3YIOTCS CJIEAYIONIME OCHOBHBIE TEPMUHBI U
INOHATHA.

Aemopuszoeannwiii cybvekm oocmyna - pabOTHUK Y UpeJICHUsI, KOTOPOMY IPeJIOCTaBJICHBI
COOTBETCTBYIOLLME IpaBa JIOCTYNAa K JJIEMEHTaM HH()OPMALIHOHHON CHCTEMbI NEPCOHAIbHBIX
JIAHHBIX;

Aomunucmpamop 6e3onacrHocmu - A0 WK TPYIIA JIUIL, OTBETCTBEHHBIX 32 PEAIH3alUI0
MEpOTPHATHH MO 3aluTe HHPOPMALUH H OCYMIECTBIISIOIMX MOCTOSHHYIO OpPraHH3alMOHHYIO
HOJVICPKKY ()YHKIIMOHUPOBAHUS IPUMEHSIEMBIX CPEJICTB 3alUThl HHOpMALIUK;

Amarxa na ungpopmayuonnyio cucmemy - modoe ACHCTBUE, BBIMOJIHAEMOE HAPYILUTEIEM,
KOTOPOE IPUBO/IUMT K peaii3alliy Yrpo3bl, IYTEM UCIOIB30BAHUS YSI3BUMOCTEH CHCTEMBI;

bezonacnocms  ungpopmayuu - 3alUILEHHOCTH  UHPOPMALMH  OT  HApPYLICHUS
KOHQOWJICHIIMAILHOCTH,  HApYIICHUSI [EJOCTHOCTH, YTpaThl MM  CHHXKCHHUS  CTEIEHH
JIOCTYIHOCTH, @ TaK)Ke HE3aKOHHOI0 TUPaKUPOBaHHUS;

Hocmynnocms ungpopmayuu - BO3MOXKHOCTBH J0CTyNa K HH()OpMAILMKM aBTOPH30BAHHOI'O
cyObeKTa jlocryna; '

Buewmnui 6osoeiicmeyiowuil pakmop - BO3IeHCTBYIOIHH Ha cHcTeMy (HaKTOp, BHELIHHH 110
OTHOHIEHHUIO K 00BEKTY HH(OPMaTH3AIMH;

Buympennuii - 6ozoeuicmeyiowuii  pakmop - BO3JCHCTBYIOLIMH Ha cucTeMy (akrop,
BHYTPEHHMH 110 OTHONICHHUIO K 00BEKTY HH(pOpPMaTH3ALMH,



Bpedonocnvie npocpammer - TpOrpaMMbl, NPHBOJSLIME K HECAHKIMOHHPOBAHHOMY
YHHUTOKCHHUIO, OJIOKHpOBaHHIO, MOAM(UKAIMH 1WOO KONMHUPOBAHHUIO HHPOPMALMH WM
Hapy1IeHHIO paboThl;

3awuma  ungopmayuu - JEATENBHOCTh 110 INPEAOTBPALICHHIO YTEYKH 3allMINAeMON
UH(POPMALIHK, HECAHKIHOHUPOBAHHBIX U HENpeJHaMEePEHHBIX BO3AECHCTBHI HAa HH(OPMAIIHIO;

Hngpopmayuonnviii obmen - TIpoLiecC NEpeflaud W MOJIydeHHs HHPOpMALMH MEXITY
110JIb30BATEJIIMH H HH()OPMALIMOHHOH CHCTEMOI, a TaK)Ke MEeXIY dJIeMEeHTaMHi HH(POpMaIlMOHHON
CHCTEMBI;

Hapywumens - 1110, npeinpuHSBIICE IONBITKY BBINOJHEHHUS 3alPEIICHHBIX Ollepaluii
(nteiicTBuii) 1o omuOKe, HE3HAHUIO HIM OCO3HAHHO CO 3JIBIM YMBICIOM (M3 KOPBICTHBIX
MHTEpEeCcOB) MM 0e3 TakoBOro (paay Hrpbl HIH YIAOBOJBCTBHUS, C LEJIBIO CAMOYTBEPKICHHUSA) H
UCTIONB3YIONIEE JUIS 9TOIrO pa3inyHble BO3MOYKHOCTH, METO/IbI U CPEJICTBa;

Opeanusayuonnvle Mmepvl  3aujumel - 3TO MEpbl, pPerjJaMEeHTHPYIOUHE IPOLECCHI
(YHKIIMOHMPOBAaHHUS CHCTeMbl 00pabOTKH JTaHHBIX, HCIIOJIb30BAaHHE €€ PECYPCOB, NESATEIbHOCTD
[CPCOHANA, @ TAKXKE MOPSIOK B3aUMOJEHCTBUS MOJIB30BATENCH C CHCTEMOH TakHM o0pa3oM,
4yToOBl B HanOOJIBLICH CTEIEHH 3aTPYAHUThL MJIM MCKIIOYMTH BO3MOXHOCTH pEaIM3allMd Yrpo3
Oe3onacHocTH HHpoOpMaLMH;

Cucmema  ungopmayuonnon  b6ezonacHocmu -  COBOKYIHOCTb — OpPTraHM3alHOHHBIX
MCPOIPUATHH, TEXHUYECKHX CpPEICTB 3allMThl, a TaKKe CIEHUAIBHOrO IEpCOoHaa,
npejiHa3HaueHHBIX JUls oOecreyeHns HH(GopMalMoHHOH Ge30MmacHOCTH;

Texnuueckue cpedcmea 3awjumel - SMEKTPOHHBIE YCTPOHCTBA U CHICLUATBHBIEC TPOrPAMMEBI,
BBIMOJIHAIOLME CAMOCTOSITEJILHO WIIM B KOMIUIEKCE C JIDYTHMH CpEJACTBAMH (YHKIMM 3allUThI
uH(popMalKu (MACHTH()HUKALNIO U ayTeHTH(UKAIIMIO [10JIb30BaTeel, pasrpaHuUeHHe J0CTyna K
pecypcam, perucTpaiuio coObpITHit, KpunTorpaduieckoe 3aKpbiTue HHGOpMAILKK);

Veposza 6ezonachocmu unghopmayuu - TOTEHUHAIBHO BO3MOXKHOE COOBITHE, JEHCTBHE,
MpOLECC WIH SIBIIEHHE, KOTOPOE MOXET IMPHUBECTH K HApYUICHHIO KOH(HUIECHIMAIBHOCTH,
HEJTOCTHOCTH JIOCTYMHOCTH HH(pOpPMAIMH, a TaKXKe HENPaBOMEPHOMY €€ THPaXHPOBaHHIO,
KOTOpPOE HAHOCHUT Yiepd COOCTBEHHUKY HIIM TOJIb30BATENO HHPOpMALIMH;

Lenocmnocms  ungpopmayuu -  BO3MONKHOCTH ~ BHECCHHS ~ M3MEHEHHMH  TOJBKO
aBTOPU30BAHHBIM CYOBEKTaM JI0CTYTIa.

1.7 llonoxenue ycraHaBIHBacT:

- 00BeKThl  3amMThl  HHpOpMaMU M cyOBeKTHI jocTynma K HMHbOpManuu
MH(OPMAITHOHHBIX CHCTEM U PECYPCOB;

- OCHOBHBIE YIpO3bl HH(POPMAIMOHHOMN 6€30I1aCHOCTH Y UPEKIECHHUS;

- OCHOBHBIE MIPUHIUIIBI IOCTPOCHUSI CUCTEMBI 3aIIUThI HHOpMAIMU Y UpeICHUS;

- Mepbl, MeToJbl M cpeacTBa obecrniedeHus HHGOpMALMOHHON ©e30macHOCTH
YupekjieHus.

2. O0BeKTDI, moAJIeKAIIHE 3AIHTE

2.1 B Vupexuenun  oOpabarbiBaeTcs  HHpOpMalHd, coOAepxkallas  CBEACHUS
OrpaHHYEHHOI0 pacnpocTpaHeHus (cnyxeOHas HHQoOpMaIHs, NEpCOHAIbHBIE JaHHBIE), U
OTKpPBLITbIE CBEJCHHS. 3alure TMOJUIeXKAT BCe HH()OPMAIIMOHHBIE CHCTEMBI YUpEKICHHUS,
HE3aBUCHMO OT UX MECTOIIOJIOIKEHHS.

2.2 OcHoBHBIE 00BEKTHI, [TOUIEIKALIHUE 3AIUTE:

- MH(OPMAIMOHHBIE  CHCTEMbl INEPCOHAJIBHBIX JIAHHBIX, a TAKKE OTKpBITAs
(oOweocrynuas) uHdpopmanus, HeoOxoxmumass Juis paboTbl YUpexkICHHS, HE3aBUCHMO OT
(b OpMBI ¥ BHJIA €€ NPe/ICTaBICHNUS;

- npouecchbl 06paboTku uHpopMauuu B HMHPOPMALMOHHBIX CHCTEMaX YUpPEKICHHS,
HH(pOPMAIIHOHHBIC TEXHOJIOTHH, PErjIaMeHThl W TpoleAyphl cOopa, 0OpaGOTKH, XpaHEHUs |
nepeaayu HHGopMaruu;

- wuHpopManMoHHas UH(pPACcTPYKTypa, BKIIOYAIOIas CUCTeMy 00paboTKH, nepejaud u
oro0pakeHMs, B TOM 4McCle KaHaibl MHOOPMALMOHHOrO OOMEHa M TEIeKOMMYHHKAIHH,



CHCTEMBI ¥ CPEJICTBA 3alUTHI HH(POPMAIIHH.

2.3 Oco0eHHOCTH 00BEKTOB, ITOIJIEKALIUX 3allUTE:

- TEppUTOPHAILHAS PACIIPE/IeIEHHOCT HJIEMEHTOB HH(OPMAIIHOHHON CHCTEMBI;

-~  0o0beMHEHHE B €JIMHYIO CHCTEMY OOJIBIIOro KOJIHUYECTBA Pa3HOOOPa3HBIX TEXHHYECKHX
cpeacTB 00paboTKy U nepeaun HHPOpMaIUH;

- HeoOX0MMOCTh 00ecneueHHs: HeMPEPhIBHOCTH (DYHKIIHOHUPOBAHHS Y UPe)KICHHUS;

- BBICOKasi HHTEHCHBHOCTH HH(OPMAIIHOHHBIX TOTOKOB;

- paszHooOpasue KaTeropHi MoJIb30BaTelIeH.

3. Lean u 3a1a4n cucTembl odecrnedeHus HHGpopManHoHHOI De30macHOCTH

3.1 CyOwekTsl A0CTyna K HHPOPMAIHH:

- paboTHUKM YUpeK/JCHHUS, Y4aCTBYIOIINE B HHPOPMAIHOHHOM OOMEHE B COOTBETCTBUU
C BO3JIOXKEHHBIMU HA HUX JIOJDKHOCTHBIMH 00SI3aHHOCTSIMU;

- (Qusnyeckre JMI@, CBEJACHUS O KOTOPBIX  HAKalUIMBAIOTCSA, XpaHATCA H
obpabarpiBatoTcss B HHOOPMALMOHHBIX CHCTEMax YUpexaeHUs (B COOTBETCTBHHM €O CT. 14
®Oeiepanproro 3akona ot 27 uios 2006 r. Ne 152-03 "O nepcoHallbHBIX JaHHBIX");

- COTPYJHHKH BHEIIHMX OpraHu3aiuid, 3aHUMaloluXcs pa3paboTKOH, IOCTaBKOiA,
pPEMOHTOM W 00CIyKMBaHHEM 000pYA0BaHHS WIH HH(POPMALIMOHHBIX CUCTEM.

3.2 llepeunciieHHBIM cyObeKTaM J0CTyIa K HHGOPMAIUH HEOOX0HUMO 00€CeYHTh:

- CBOEBPEMEHHOCTH JIOCTYIIa K He0OX0MMOit UM HH(OpMaIUH (€€ TOCTYTTIHOCTD);

—  JIOCTOBEPHOCTH (I10JIHOTY, TOYHOCTh, aKTYaJIbHOCTh, LIEJIOCTHOCTD) HHPOPMALIUH;

- KOH(HJICHLIHAIBHOCTh (COXpaHEHHE B TallHe) ONpeleeHHOH 4YacTH HH(pOpMAaIliH,
3AlIUTY OT HABS3bIBAHUS JIOKHOM (HEI0CTOBEPHOH, HCKaXKEHHOM ) HHPOpMAIUH;

~ BO3MOXKHOCTb OCYIIECTBJICHHSI KOHTPOJISL W YIpaBlIeHHUs IpolieccaMu 00paboTkud H
nepeaaun MHGpOpMaIHu; - 3aluTy HHPOPMAILMK OT HE3aKOHHOIO PACIPOCTPAHEHHS.

3.3 Ilenu 3amuTel HHGOPMALHH:

OCHOBHOW 11e/IbIO, Ha JIOCTHXKEHHE KOTOpOIi HampaBJIEHHE JCHCTBHE HaCTOSILIEro
[Tostoyenus ABJASETCS 3alIUTa OT BO3MOYKHOI'O HaHECEHHs CyOBEKTOM JlocTyna K HH(popMauu
MaTepuabHOro, (hU3UYECKOro, MOPAIBLHOIO UM MHOIO yiiepda mocpeJCTBOM CIIyYailHOro MU
npejiHaMepeHHoro BO3/ieicTBUs Ha HH(POPMAIMIO, €€ HOCHUTENH, Ipouecchl 00paboTKH M
nepeayu.

YkazaHHasi 1eJIb JOCTUIaeTcsi MOCPEACTBOM OOECHeUeHHs] U TMOCTOSHHOIO IMOJUIepiKaHus
CJICJIYIOIIUX CBOMCTB MH(pOpMaIuu:

JOCTYIHOCTH MH(pOPMAIMK JUIsI aBTOPH30BAHHBIX CYOBEKTOB A0CTyMHa (yCTOHYHMBOTO
(IJ}/HKLIHOHI/I]Z}OBHHI/IH CHCTCMBI, IIpH KOTOPOM daBTOPH30BAHHBIC C)/GBCKTBI JA0CTyIa HMCHOT
BO3MOXKHOCTb [10JIy4eHHst HeoOX0 Mo uHopMalum);

-  1EJIOCTHOCTH W ayTEHTHYHOCTH (IIOJATBEPIK/ICHHE aBTOPCTBA) HH(OPMAITHH, XPAHUMOMH
1 oOpadarbiBaeMOil B cucTeMax YupekIeHus, 1 epeiaBaeMoii 1o KaHaiaM CBSI3H;

-  KOH(QHJACHIHMAILHOCTH COXPAaHEHUS B TalHE OMNpeAe/eHHOM dYacTH HHGOpMaIluy,
Xpanumoi, obOpabarbiBaeMO W nepenaBaeMoi 1o kaHaiam cBsi3H. HeoOxomumblit ypoBeHb
JOCTYIHOCTH, IEJIOCTHOCTH U KOH(pUIACHIHATLHOCTH HHpopMauu obecriednBaeTcs MeTodaMH
M CPEJICTBAMH, COOTBETCTBYIOIIMMH MHOXKECTBY 3HAYUMBIX YI'PO3.

3.4 OcHOBHBIE 3ajaud cucTeMbl oOecredeHusi HHOOPMALUMOHHON ©OE30MaCHOCTH
Yupesxkaenust: Juis JOCTHKEHHS OCHOBHOM LeNM 3aluThl U o0ecredyeHus: yKa3aHHBIX CBOMCTB
uHpopmaruu, cucrema obecriedenuss HHGOpMANUMOHHONW 0e30MaCHOCTH YUpekICHHs I0JDKHA
o0ecrieynBaTh peleHUE CISAYIOIMX 3a/1a4:

- CBOCBPECMCHHOE BBbISBJIEHHE, OIIEHKA M IPOTHO3MPOBAaHHE HCTOYHHKOB YyIpo3
uHpopMannoHHOH Oe301acHOCTH, NIPHYHH U YCIOBHH, CIIOCOOCTBYIOIINX HAHECEHHIO yiepba
cyObektaM HMH(OPMALMOHHBIX OTHOIICHHUI, HAPYIIEHHIO HOPMAIBHOTO ()YHKIIMOHMPOBAHHUS
cucTeM YupexKIeHus;

- CO3JIaHMC MEXaHW3Ma OIIEPAaTUBHOIO pearupoBaHMs Ha Yrpo3sl 0e30IacHOCTH



uHpopManuu;

- CO3JaHME YCJIOBMM JUls MHMHHUMH3AlMM ¥ JIOKAJM3alM¥ HAHOCHMOTO yuiepOa
HEIIPABOMCPHBIMH JIEHCTBUAMH (DU3MYECKMX W IOPHIMYECKHX JIHI[, OCIabJieHHe HEraTHBHOIO
BJIMSIHMA M JIMKBUALUS TTOCIIC/ICTBUH HapyleHus 6€30MacHOCTH HH(OPMALIUH;

- 3AIIMTY OT BMENIATE/ILCTBA B Ipolecc (GYHKIMOHUPOBAHHS CHCTEM YUpexKICHHs
IIOCTOPOHHUX JIMIL  (JocTyn K HH(GOPMAIMOHHBIM pecypcaM JOJ/DKHBI HMETh  TOJIBKO
3aperucTPUPOBAHHBIC B YCTAHOBJICHHOM HOPS/IKE MMOJIH30BATEIIN);

- pasrpaHMyeHde JIOCTyna Iojb3oBaTeled K HMH(GOPMAIMOHHBIM, AIlAPATHBIM,
IPOrpaMMHbBIM M HHBIM pecypcam YupexaeHus (obecreueHue I0CTyna TOIbKO K TeM pecypcam
M BBIMOJIHEHHIO TOJBKO TEX OIllepalldii ¢ HHUMH, KOTOpBIE HEOOXOJUMbI KOHKPETHBIM
110JIb30BATCIISIM LTSl BBIIIOJIHEHUSI CBOMX CITY:KEOHBIX 00s13aHHOCTEN);

- oOecrnieyeHne ayTeHTH(UKAIMH [0JIb30BATE/ICH, YUaCTBYIOIMX B HH(OpMAIMOHHOM
obmene (II0ATBEPKACHUE TTOJUIMHHOCTH OTIPABUTENISE M [IOJTy4daTesist HHOpPMALIUK);

- 3alMTY OT HECAHKUMOHMPOBAHHOM MOAM(DUKAIMM HMCHOJB3YEeMBIX B CHCTEMax
Yupe:k/eHusi IporpaMMHBIX CPE/ICTB, a TaKKe 3alUTy OT BHEAPEHHUs HECAHKIIMOHUPOBAHHBIX
IporpaMM, BKJIIOYAsi KOMIbIOTEPHBIC BUPYCHI;

-3alUTy MHGOPMALMU OT YTEUYKH 110 TeXHHYECKHMX KaHalaM CBsi3u Ipu ee oOpaboTke,
XpaHEeHHH M Ilepejlade 1o KaHaaaM CBSI3H.

3.5 OcHoBHBIC IyTH pelICHUS 3a7ad CcHCTeMbl obecnedeHuss HHPOPMALMOHHOH
OezonacHOCTH YupexIeHus:

- y4eT BcexX MOJIeKaIuX 3auTe HHGOPMAIIMOHHBIX CUCTEM Y UPEKIICHHUS;

- yder JICHCTBMH TepCcOHaNa, OCYIUECTBISIONIEr0 OOCIyXKHBAaHHE W MOAU(PHKALHMIO
IMPOrpaMMHBIX W TEXHHYECKHX CPEJICTB KOPIIOPATHBHOH HH(OPMALIHOHHON CHCTEMBI;

- IOJIHOTA, peajibHasi BBLINOJIHUMOCTbL M HENPOTUBOPEYMBOCTb TPEeOOBAaHUH JIOKAJIBHBIX
HOPMATUBHBLIX ~ AaKTOB  YupeiieHuss 1o Bompocam  obecrnedenus HHPOpMALHOHHOMN
DezonacHocTH;

- IOJrOTOBKA JIOJUKHOCTHBIX JIMI[ (paOOTHHKOB), OTBETCTBEHHBIX 3@ OpraHU3alUIO0 H
OCYIICCTBJICHHE  MPAKTHYECKHX  Meponpusituii  no  obecriedyeHuio  MHGOPMAIMOHHON
Oe3onacHocTu;

- HaJelieHHe Kaxjoro paboTHUKA (IOJb30BaATeNs))  YUpeMmJIeHHsT MHUHHMAJIBHO
HeOOXOAMMBIM JUIsl BBITOJHEHUSI UM CBOMX (DYHKITMOHAIBHBEIX 00SI3aHHOCTEH IMOJHOMOYHSIMH 110
JOCTYIY K MH(POPMAIIMOHHBIM pecypcam YUupexIeHUs;

- 4YeTKOE 3HaHHe M CTPoroe coOJIFOJEHHE BCEMHU IO0JIL30BATESIMH MH(OPMAIHOHHBIX
cucteM Yupekenus, TpeOoBaHUH JIOKATBHBIX HOPMATUBHBIX aKTOB Y UYPEXKICHHUS 110 BOIPOCAM
obecneyeHus HH(POPMALMOHHOH GE30IacCHOCTH;

- IepcoHa/IbHAsl OTBETCTBEHHOCTh 3a CBOM JICMCTBHSI KaxJ[0ro pabOTHHKA, B pamKax
CBOMX (DYHKIIMOHAJIbHBIX 00SI3aHHOCTEH HMEIOMIET0 JIOCTYNl K HMH(pOPMAIMOHHBIM pecypcam
Yupexaenus;

- HeNnpepbIBHOE MOjylepikaHne HeO0O0XOJMMOIo YpPOBHs 3all[MIIECHHOCTH 3JIEMEHTOB
MHPOPMAIMOHHBIX CHCTEM Y UPeiKICHHS;

- I[pUMEHEHHE  [IPOrpaMMHO-ANNapaTHBIX  CPEJCTB  3alluThl  HHpOpMamuu |
HEMPEePbIBHON a/IMUHUCTPATHBHOM [OUIEPIHKKON UX UCIIOJIb30BAHUS;

- 9(Q(peKTUBHBIH KOHTPOJIb 3a COOJIIOICHHEM TOJIB30BATEIAMH  HH()OPMAIIHOHHBIX
pecypcoB YupexkaeHus TpeboBanuit o odecrnedeH o HHGopMaMoHHOi Ge30macHOCTH.

4. OcHoBHBIC Yrpo3bl HHPOPMAIHOHHOI 0€30MACHOCTH YUpeKIeHHs
4.1 CymectByer /iBa BHJia yrpo3 uHGpopManuoHHON 06€3011aCHOCTH:
~ HCKYCCTBEHHBIC YIPO3bI - 3TO YIPO3bI, BEI3BAHHBIE JESATEIbHOCTHIO YEJIOBEKa;
-~ ECTeCTBEHHBIE  yrpo3bl - O3TO  YIpO3bl, BBLI3BaHHBIE  BO3JEHCTBUSIMH  Ha
MHQOPMAIMOHHYIO CHUCTEMY M €€ JJIEMeHThl OOBEKTHBHBIX (U3UYECKHX IPOIECCOB
TEXHOI'€HHOI'0 XapaKTepa WM CTHXHHHBIX TIPUPOJIHBIX SIBJICHHH, HE 3aBUCSIIHX OT YeJIOBEKa.



4.2 Haubosee 3HaYUMBIMM YrpozaMu HH(OPMALMOHHOW 0€30macHOCTH Y4YpexkJIeHHS
(criocobamu HaHecenus yiuepbda cyObekraM HH(GOPMAITMOHHBIX OTHOIICHHH) ABIAIOTCA:

- HapyuwieHHe  (YHKIIHOHAJILHOCTH  KOMIIOHEHTOB  HMH()OPMAIMOHHBIX  CHCTEM
Yupexxaenus, OJokupoBaHHe HWH(POPMAIMK, HapyIIEHHE TEXHOJIOTMYECKHUX IPOLECCOB, CPbLIB
CBOEBPEMCHHBIX PEIICHHUS 3aj1a4;

- HapyllIEHHEe LEJOCTHOCTH (UCKa)XKeHHe, TMOJMEHA, YHHYTOXKEeHHe) WHGOPMaIMOHHBIX
pecypcoB YupeskJeHHsl, a Takxke PanbcupuKanuu (moyienka) T0KyMEHTOB;

— HapylIeHHE KOH(M/ICHIMATBHOCTH (pa3riall¢Hue, YTeYKa) NepCOHAIBHBIX JaHHBIX.

4.3 OcHOBHbIC HCTOYHHKH yrpo3 Oe30nacHOCTH HHPOPMAIMU Y UperKICHUS:

- Henpe/HamepeHHble (omMOOYHBIE, chydaiHble, 0€3 3JI0r0 yMbICIa H KOPBICTHBIX
1eJieil) HApYIIeHUsI YCTAHOBJICHHBIX perjiaMeHToB cOopa, 00paboTku U mepenaud HHGOpMaLuy,
a Taioke TpeboBauuii Oe3onacHocTH HHGOpPMANMUM M JIpyrHe JEHCTBUS I0JIb30BATElleH
MHPOPMAIMOHHBIX CHCTeM Yupe)kaeHus (B TOM 4Yucie pabOTHUKOB, OTBEYAIONIMX 32
00CIy)KHBAHHE W Q/IMHHUCTPUPOBAHUE DIIEMEHTOB UH(OPMALMOHHBIX CUCTEM), IPUBOISIIHE K
HETPOU3BO/IMTEIILHBIM 3aTpaTaM BPeMEHH U PeCYpPCOB, Pa3IJIALICHUIO CBEJIEHUH OrpaHHYEHHOIO
pacripocTpaHcHusi, IOoTepe LCHHOH HMHQOpMAIMH HJIH HapyHICHHIO paboTOCIOCOOHOCTH
9JIEMEHTOB HH()OPMAITMOHHBIX CUCTEM;

- TpeJHaMepeHHble (B KOPBICTHBIX LENAX, [0 NPHHYXKICHHIO TPETbUMH JIMIIAMH, CO
3JIbIM YMBICIIOM H T.JI.) JEHCTBHS JICTAJIbHO JAOMYIIEHHBIX K HH()OPMALMOHHEIM pecypcam
VupexaeHust 1ojb3oBareliedl (B ToM uucie paOOTHUKOB, OTBEYAIOIHX 3a OOCTy)KHMBaHHE H
aJIMHHHCTPUPOBAHUE  3JEMEHTOB HH(MOPMALMOHHBIX CHCTEM), KOTOpbIE IPUBOJAT K
HEITPON3BO/IMTEIIBHEIM 3aTpaTaM BPEMEHH W PECYPCOB, PasrJIalleHHIO CBEICHHH OrpaHHYeHHOTO
pacipoCTpaHeHus, IoTepe I[eHHOH HHGPOpPMAlMM MIM HApYIIEHHIO paboToCHOCOOHOCTH
3JIEMEHTOB UH()OPMALMOHHBIX CHCTEM Y UPexICHUS;

-yJlaJIeHHOe HECAaHKIIMOHHPOBAHHOE BMEILIATEILCTBO [IOCTOPOHHHUX JIMI] M3 BHEIIHHX CETEH

obmiero HasHaueHust (mpexae Bcero uepe3 ceThb MHTepHer), uepe3 JierajibHble H
HECAHKIIMOHMPOBAHHBIE KaHAIbl [OAK/IIOYEHHUS K TaKMM CETSM, HCIOIb3ys HEIOCTATKH
MPOTOKOJOB OOMEHa, CpeACTB 3allMThl W pasrpaHHYEeHHs YJAJIEHHOro JocTyna K
MH()OPMAIMOHHBIM pecypcam;

- owmubKH, JonylieHHble [pH pa3paboTKe 53JIEMEHTOB HMH()OPMALMOHHBIX CHCTEM
VupexaeHust 4 UX CHCTEM 3allliThl, OMUOKK B NMPOrpaMMHOM OOECIICUEHHH, OTKa3bl H cOOU
TEXHUYECKUX CPEJICTB (B TOM UHMCIIC CPEJICTB 3allUThl HHPOPMALUK);

- TeXHHYECKHE cOOM 271eMEHTOB HHPOPMALIMOHHBIX CUCTEM.

4.4  IlyTtn peanusanuu yrpo3 HHGpopMauoHHOH 0€30MacHOCTH YUpeK/ICHUA:

44,1 llytn peanuszaluu HEMPEIHAMEPEHHBIX MCKYCCTBEHHBIX YIrpo3 HH(OOpMaIMOHHOM
0e30nacHOCTH Y YpeHICHHS.

PaGotuukn VYupexxjaenus, SBJSIONIMECS aBTOPU30BAaHHBIMH CYOBEKTaMH JOCTyNa
HH()OPMAIHOHHBIX CHCTEM, a Takke pabOTHHKH, O0CIY)KHBAIOUIME OTHEJIBHBIE DJIEMEHTBI
HH(POPMAIIUOHHBIX CUCTEM, SIBJSIIOTCS BHYTPEHHHMH MCTOYHHMKAMH CIy4YalHHBIX BO3JEHCTBHI.
OcHOBHbIC TIYTH peaIU3allid HENpPeAHAMEPEHHBIX HCKYCCTBEHHBIX (CYOBEKTHBHBIX) YyIpo3
Oe3onacHoctH MH(pOpManUK YupexacHus (AeHcTBHSA, COBEpLICHHBIE JIIOJbBMHU CIy4alHO, IO
HE3HAHUIO, HEBHUMATEIbHOCTH MJIH XaJIAaTHOCTH, U3 JIIOOOIBITCTBA, HO 0€3 3JI0r0 yMbICIIA):

— HCOCTOPOIKHBIC JICHCTBUS, IIPHBOJAIIHEC K YaCTHYHOMY HIIKM IIOJTHOMY HApYIIEHHIO
(l)}-’II](IlHOHEUlbIIOCTH 2JICMCHTORB HH(IJOpMaU,HOHHBIX CHCTCM Y‘-Ipe}KIIeHHH;

- HEOCTOPOIKHBLIE JICHCTBUS, IIPUBOJSIIHME K pasrilalicHUI0 HH(OpPMALMH OrPAaHUYEHHOTO
pacipoOCTPaHCHHUs WM JIeJIatoLHe ee 00LIeI0CTYHOI;

— pasrjauienue, Iepejada WM yTpara arpuOyTOB pasrpaHuyeHHs JocTyna (Kirodei
(JIoruHOB) 1apoJicH, KJIOUEBBIX HOCHTEICH 1 T.J1.);

— MUIHOPUPOBAHUE YCTAHOBIEHHBIX MpaBuJI TMpH padore ¢ HHPOPMAIMOHHBIMU
pecypcamu;

- [POEKTHPOBAHHE AIrOPUTMOB 00pabOTKM MaHHBIX, pa3paboTKa [POrpaMMHOTO



obecrieyeHust ¢ BO3MOJKHOCTSIMH, TIPEACTABIASIOIIAMH OMACHOCTh IS  ()YHKIIHOHHPOBAHHSI
MH(OPMaIIHOHHBIX CHCTEM M HH(OPMALMOHHOM 6e30TMacHOCTH YUpexKIeHH s

- nepecbuika HHGOPMALIHK 110 OIUKOOYHOMY IEKTPOHHOMY apecy;

- BBOJI OIMOOYHBIX JJAHHbIX;

- HEOCTOpPOKHAs mopya HOcHTeNeH uH(opManuu;

—  HEOCTOPOIKHOE IOBPEIK/ICHHUE KAHAJIOB CBSI3H;

- HENpaBOMEpHOE OTKIIOUCHHE OOOpYAOBaHMS MM H3MEHEHHE pPEeXUMOB paboThl
9JIEMEHTOB HH(POPMAIIHOHHBIX CHCTEM;

- 3apaxKeHHe KOMIIbIOTEPOB BUPYCAMH;

~ HECaHKIHOHHPOBAHHBIM 3aMyCK TEXHOJOIHYECKHX IIPOrpamMM, CIOCOOHBIX BHI3BaTh
norepio paboToCcrocOOHOCTH 3J1EMEHTOB HH(POPMALMOHHBIX CHCTEM HIIH OCYIIECTBIISIIOMIAX
HeoOpaTHMble B HHUX H3MeHeHHs (popMaTHpoBaHHE WM PECTPYKTYPH3ALHUIO HOCHUTENeH
HH(OpPMAIMH, yIaIeHUE JIAHHBIX);

- HCKOMIICTCHTHOE HCIOJb30BAHUE, HACTPOHKA MM HEINpPaBOMEPHOE OTKIIIOYCHHE
cpeactB 3auuThl. OO0s3aHHOCTH TMOJIB30BATENSt HMH(MOPMALMOHHOM CHCTEMbl IMpPHBEIEHBI B
MHCTpyKIMH  MOJIb30BATENsl, OCYLIECTBISIONEro 00pabOTKY NEpCOHANbHBIX JaHHBIX Ha
00bEKTAX BLIYMCIUTEIHLHON TEXHHKH.

442 [lytn peanu3alllyd IpeJIHAMEPEHHBIX MCKYCCTBEHHBIX (CYOBEKTHBHBIX) YyIpo3
MH(GOPMAMOHHOM 6e3011acHOCTH Y UpeskICHHSI.

OcHOBHbIE BO3MOJKHBIC TYTH YMBILIJICHHOH Jie30praHu3ali paboThbl, BEIBOA JJIEMEHTOB
MH()OPMAIMOHHBIX CHCTeM YUpeKICHHs H3 CTpOsl, HECAaHKIIMOHMPOBAHHOIO JOCTyNa K
UH(OpPMaLUK (C KOPLICTHBIMHU LENSMH, 110 IPUHYKIECHHIO, U3 JKEJIaHUSL OTOMCTHT):

YMBIIUICHHbIC JCHCTBUsL, NPUBOJAIIME K YACTUYHOMY MJIM TIOJHOMY HapyLIEHHIO
(GYHKIIHOHAIBLHOCTH JIEMEHTOB HH(OPMAIIMOHHBIX CHCTEM Y UPEXKICHUS;

-JieiicTBust 10 jie3opraHu3auidd  GYHKIHOHMPOBAHUS  MH(MOPMALMOHHBIX  CHCTEM
VYupeskaeHns, XHIIEHNUE dJICKTPOHHBIX JOKYMEHTOB H HOCHTeJIeH HH(popMaLuy;

-~ HECaHKLMOHHMPOBAHHOE KOIMPOBAHHE OJIEKTPOHHBIX JOKYMEHTOB M HOCHTEECH
uHpoOpMaLIHH;

- YMBIIUICHHOE HCKaKeHHEe HH(OPMALMM, BBOJI HEBEPHBIX JIaHHBIX;

~ OTKJIIOYCHHE MJIM BBIBOJ W3 CTposi MmoacucreM ofecrneueHUs: (QyHKIHMOHHPOBAHUS
9JEMCHTOB HH(POPMALIMOHHBIX CHCTEM (DNEKTPONUTAHUS, OXTKIACHUS U BEHTHISAIMH, JTUHUH U
arnnaparypbl CBs3H);

- [epexBar JIaHHbIX, [IePe/1aBaeMBIX 110 KaHajlaM CBS3M W HX aHAJIN3;

— HE3aKOHHOE NOJIydeHHE aTpUOYTOB pasrpaHHuYEHHs JOCTYyNa (MCIOJB3Ysl XalaTHOCTh
[10J1b30BaTElICH, 1yTeM IOUIENKH, 10A00pa 11apois);

- HECAHKUIMOHHPOBAHHBIH JOCTYN K pecypcam HH(DOPMAIMOHHBIX CHCTEM ¢ paboyux
CTaHIIMHI aBTOPU30BAHHBIX CYOBEKTOB JIOCTYIIA;

- XHIICHHE HIIK BCKPLITHE IH(POB KPHMITO3AUTEHI HHOPMAIHH;

- BHEJ/IPEHHE allllapaTHbIX U MPOrpaMMHBIX 3aKJQJIOK € IENbIO CKPHITHO OCYIIECTBIATH
JOCTYN K MH()OPMALMOHHBIM pecypcam WM Jie30pranu3auui (yHKIHOHUPOBAHHS dJIEMEHTOB
MH()OPMAIMOHHBIX CUCTEM Y UpPEIK/ICHUS;

- HE3aKOHHOE MCIIOJIL30BAHME DJIEMEHTOB MHQMOPMAIMOHHBIX CHCTEM, Hapyllaroiee
1paBa TPETbUX JIUII,

- INPUMCHEHHME TOJCTYUIMBAIOIMMX YCTPOHCTB, (OTO W BHJAEO ChEMKAa s
HECAaHKIIMOHMPOBAHHOTO CheMa HH(OPMALIHH.

4.5  Ilyru peann3anuy OCHOBHBIX €CTECTBEHHBIX yrpo3 6e3omnacHocTH HHpOpMALIUK:

- BBIXOJ M3 cCcTposi o0opynoBaHMs HMH(POPMALMOHHBIX CHCTeM H 00OpyHOBaHHUS
obecrieueHus ero pyHKIHOHUPOBAHUS;

= BBIXOJL U3 CTPOSI HJIH HEBO3MOYKHOCTH HCIIOJIb30BAHHMS JIMHUH CBSI3H;

—  [I0Kapbl U CTUXHUHHBIC OCICTBHS.



4.6 Moenb BO3MOXKHBIX HapyLIHTENEH.

Tuner napywumenei:

4.6.1 C yueTom KaTeropu IHIl, MOTHBALMM, KBATU(DHUKAIMH, HATHYHS CIHEIHAIBHBIX
CpPEJICTB:

-~ HEKOMIECTECHTHbIH (HEBHUMATEbHBIH) IOJIb30BaTENb - PadOTHUK YupexJeHus (Wim
110/Ipa3/ICJICHUs] BHCLIHEH OpraHuM3alliu, 3aHuMalouleics: oO0ciyKuBaHUEM HH(POPMALKMOHHBIX
CHCTeM YUpEeiK/ICHHs), NMPECIANPHHUMAIOMEH IMONBITKH BBIMOJIHCHUS 3aNpPELICHHBIX JEHCTBHIA,
J0CTyNa K 3allMIIaeMbIM  pecypcaM HH(OPMAIMOHHBIX CHUCTEM C IIPEBBILICHHEM CBOMX
MOJIHOMOYHi, BBOJIa HE KOPPEKTHBIX TAHHBIX, HAPYIICHUs IPABHJI U PEraaMeHTOB paboThl €
unpopmanueit, aelcrBys no omundKe, HEKOMIETEHTHOCTH WM XaJATHOCTH 0e3 yMBICIa,
MCIIOJIb3YSl IIPU 3TOM TOJIBKO LITATHBIE CPEJICTBA;

~ Jo0uTeNb - pabOTHHK YupexaeHus (WM M0Apa3/ICiCHUs BHEIIHEH OpraHu3alMi,
3aHMMaloleiics o0ciyKuBaHHeM HWH(MOPMALMOHHBIX CHCTEM YUpPEkKACHHUS), NbITAIOIUICS
HapYLUUTh CUCTEMY 3alllUThl 0€3 KOPBICTHBIX LEJICH, yMBICIa WK JUIsl caMoyTBepxkaAeHus. [Ipu
ITOM HCIOJIb3YIOTCS Pa3JIMYHbIE METOBI IIOTYYCHHS JOMOJIHUTEIBHBIX TOJTHOMOYHHA JOCTYIIA K
pecypcaM, HEJ0CTaTKH B NOCTPOCHUH CHCTEMBI 3allUThl U JOCTYIIHBIE €My LUTATHBIE CPEICTBA
(HecaHKIIMOHUPOBAHHbIE JICHCTBHUSL IOCPEACTBOM TPEBBLIIIEHHS CBOMX IIOJIHOMOYHI Ha
MCIIOJIb30BAHHE PA3PELICHHbIX CPEICTB), HEIITATHBIE MHCTPYMECHTAIbHBIC M TEXHOJIOTHYECKHE
NporpaMMHBIE CPEJICTBA, CAMOCTOATENLHO pa3paboTaHHBIE IPOIpPaMMbl HJIM  CTaHIAPTHHIE
JIOTIOJIHUTEITbHBIC TEXHUUCCKHE CPEJICTRA;

- BHYTpEHHHH (BHCHIHHMH) 3JIOYMBIIUICHHMK - AaBTOPU30BAHHBIA CYOBEKT JocTymna
(mocroponHee JIMIO) JACHCTBYIOIMH II€JeHAaNnpaBiIeHHO (B TOM YHCJIE B CTOBOpE C JIMIIAMH,
HesBisonMMucs pabotHukamu Yupexaenus). Ilpy 5ToM HCIONB3yIOTCsS METOJbI M CPEJICTBa
B3JI0M@ CHCTEMBI 3alllUThI, BKJIIOYAs areHTYpHBIE METOJIbl, IACCHBHBIC CPEJICTBA (TEXHUYECKHE
CPEJICTBa IIepexBaTa), METO/Ibl U CPEJICTBA AKTHBHOIO BO3/ICHCTBUS (MOAH(DHKALIUSA TEXHUIECKUX
CpEJICTB, IOJIKJIIOYEHHE K KaHajgaMm IIepe/layd JaHHBIX, BHEJPCHUE MPOrpaMMHBIX 3aKIaJ0K U
MCIIOJIB30BAHUE CIICIUAIbHBIX MHCTPYMEHTAJIBHBIX M TEXHOJOIMYECKMX IPOrpamMMm), a TaKxke
KOMOMHAIMK BO3JICHCTBUN, KaK H3HYTPH, Ta U U3BHE Y UPEKICHUS.

4.6.2 DBHyTpeHHHE HAPYLIUTEIIH.

BHyTpeHHUM HapyuiuTesneM MOKET OBbITh JHMIO0 U3 CIEAYIOIIMX KaTeropuii paGOTHHKOB
YupexieHust:

- 3aperuCcTPHPOBAHHbIE I[10JIL30BATEIM M TNEPCOHAN, OOCIY)KUBAIOIIHI TEXHUYECKHE
cpesicTBa MHPOPMALIMOHHBIX CUCTEM YUPEIKICHHUS;

- pabOTHHMKHM, B TOM HHC/IC PYKOBOAMTEJIH, HE SBISIOLIMECS 3aperuCTPUPOBAHHBIMH!
10J1b30BATE/ISIMH H HE JIONYIICHHbIE K HHPOPMALIMOHHBIM pecypcaM Y YperxICHHs, HO HMEIOLIHe
JIOCTYII B 3/1aHHSI U IOMEIICHHUSI;

- paOOTHHMKHM, B TOM YHMCIE PYKOBOJUTENH, 3a/cHCTBOBaHHbIE B pa3paboTKe M
COIPOBOJKICHUH [IPOTPaMMHOI0 o0ecreyeHust.

4.6.3 Bueunue HapyIIHTEIH.

Bueninum HapyuTenem MOXKeT ObITh JIMIO U3 CIICAYIOIINX KaTerOPHIA:

- padOTHUKH YupekJIEHHUs], C KOTOPBIMH IIPEKpalieH (pacTOpruyT) TpyA0BOit I0roBOp;

= NPEJCTAaBUTEIM BHEIIHHX OpraHM3alMH, 3aHUMAIOUMXCs pa3paboTKOH, MOCTABKOM
PEMOHTOM H 00CIIY’)KHBAHHUEM DJIEMEHTOB HHOOPMAIIMOHHBIX CHCTEM;

—  WICHBI IPECTYIHBIX OPraHu3aIyi WM JMLa, JeHCTBYIOIKE 110 UX 3a/IaHHIO;

= JIMIa, Cly4alHO WJIM YMBIIUICHHO IPOHMKIINE B JIOKAJBHYIO BBIYHUCIHTEIBHYIO CETh
Y4pexaeHus U3 BHEIIHUX TeJICKOMMYHHKAIHOHHBIX CeTeH (XaKepbl);

— QJIMHHHCTPATOpbl ~ ABTOMATH3UPOBAHHBIX  CHCTeM  YUPEKICHHS,  HMMEIOMIHE
HEOIPAaHUYCHHBIH JIOCTYT K MH(OPMAIMOHHBIM pecypcaM KOMIIOHEHTOB KOPIIOPATHBHOM
HHPOPMAIMOHHON — CHCTeMBL.  AJIMHHHMCTPATOpbl aBTOMATH3HPOBAHHBIX  CHCTEM  MOTYT
OTHOCHTBCS KaK K BHEIIIHUM, TaK U BHYTPEHHHM HAPYLIHTESM.

4.7  VYreuka uHpOpMaIHH 110 TEXHHYECKUM KaHAJIaM.



[Ipu nposeicHHM MEPONPUATHI U DKCIUTyaTAllHH TEXHUYECKUX CPEICTB yCTAHABIMBAIOTCS
CHCIYIOIME KaHalbl YT€YKH MJIM HApYIICHHS IIEJIOCTHOCTH HH(MOPMAIMH, HapYIIEHHs
paboToCcrocOOHOCTH TEXHHYECKUX CPEICTB:

- 1oOOUHbIE YJIEKTPOMArHUTHBIC U3IyUeHHst HHGOPMATHBHOTO CHIHANIA OT TEXHUYECKHUX
Cpe/IcTB Yupeik/IeHHs W JIMHUH repeiaun nHopMaiuu;

- HaBOJAKH MH(OPMATHBHOIO CHrHajla, 00pabaThIBAEMOr0 TEXHHYECKHMH CpeICTBAMHU
JIOKAJILHOH BBIYMCITHTEIILHON CeTH YUpexKIeHHs, Ha TPOBOJIAa U JIMHUH, BHIXOJIAIINE 3 MPEIEIIbl
KOHTPOJIMPYEMOH 30HBI YUpPEKACHHS, B T.4. HA LIEIH 3a3eMJICHHUS U JIEKTPOIIHTAHHUS;

— DJICKTPHYECKHE CUTHAIbI WM PaJIHOM3IydeHHs, OOYCIIOBIIEHHBIE BO3JICHCTBHEM Ha
cpeicTBa nepeaayd HH(OpMalMKM BBICOKOYACTOTHBIX CHTHAJIOB, CO3[aBaeMBIX C I[OMOIIBIO
pa3Be/IbIBATCIILHON anmaparypel, 110 spupaM U MpoBoAaM, JU00 CHTHAIOB HMPOMBIILIEHHBIX
PaIMOTEXHUYECCKUX YCTPOHCTB (pajinOBelIaTelIbHbIe, PaAHOJOKAlMOHHEIE CTAaHIMH, CPEJICTBa
PaJIMOCBSA3M U T.I1.), U MOJLYJIsiLIHeH X HHYOPMATHBHBIM CHTHAJIOM;

- aKyCTHUYeCKOe M3JlyuyeHHe HH(GOPMATHBHOIO pEYEBOTO CHTHAJa WJIH CHrHAa,
00yCIIOBICHHOIO (PYHKIIMOHMPOBAHHEM TEXHUYECKHX CPEACTB 00paboTKu HH(POPMALIHH;

-  OJIEKTPUYECKHE  CHIHAIbl,  BO3HMKAIOIIME  TOCPEACTBOM  TIpeoOpa3oBaHUs
MH(POPMATUBHOIO CUTHAJA M3 AKYCTHYECKOr0 B 3JICKTPHUECKHH 3a CueT MHUKPO(OHHOrO
3¢ dekTa u pacrpocTpaHsIoIdecs Mo MPOBOAM U JIMHUAM Nepeaadd HHPOPMaIHH;

- BUOpALMOHHBIC  CHUIHAlbl,  BO3HMKAIOIIME  TOCPEACTBOM  IpeoOpa3oBaHuUst
MHGOPMATUBHOIO  aKyCTHYECKOrO CHUTHajla MpH BO3/JCHCTBUHM €ro Ha CTPOUTEIbHBIC
KOHCTPYKIIUM U MHIKCHEPHO-TEXHUUECKHE KOMMYHHKAIIUU BbIAETICHHBIX TOMEIEHUI;

- BO3/eiiCTBME HA TEXHUYECKHE MJIM I[POrPAaMMHBIE CpEJICTBA B IENSX HApYUICHUs
IIEJIOCTHOCTH (YHHUTOIKEHHS, HMCKAKEHHs) MHPOpManuu, paboTOCTIOCOOHOCTH TEXHHYECKUX
CPEJICTB, CPEJCTB 3alUTHl UH(OPMAIMH, aJPeCHOCTH U CBOEBPEMEHHOCTH HH(OOPMALMOHHOTO
oOMeHa, B TOM HHUCIe 2JIEKTPOMArHHTHOE, 4Yepe3 CIeUUaIbHO BHEIPEHHBIE 3JIEKTPOHHBIE U
nporpammiisie cpejacTna ("3axiaiaku');

- rnepexBar HH(GOpPMAIMH WM BO3JCHCTBHE HA HEE C MCIIOJIb30BAHHEM TEXHHYECKHX
CPeJICTB MOJKET BECTHCh HENOCPE/ICTBEHHO W3 3JIaHUM, PACIIOJIOKEHHBIX B HEMOCPEACTBEHHOM
Ou3ocTH OT YUpeiuieHusi, MECT BPEMEHHOro IpeObIBaHUsI 3aHHTEPECOBAHHBIX B IEpeXBaTe
UHpOPMALIMK WM BO3JACHCTBUS HA HEE JIMI[ IPH TOCEUICHUH UMH YUPEKICHHs, a TaKKe C
MOMOLIBIO CKPBITHO YCTAHABIMBAEMOH aBTOHOMHOM aBTOMATHYECKO# armnapaTyphbl.

S. OcHOBHBIEC NPUHIHIIBI NOCTPOEHHSI CHCTEMBbI 3AIHTHI HHYOPMaHH

[Tocrpoenne cucreMbl 3aiuThl HMHGOpMalmu YupexaeHHs U ee (QyHKIMOHHpPOBAHHE
AOJDKHBI OCYHIECTBJIATE B COOTBETCTBHH CO CIICAYIOINHMH IMPHHIMIIAMH !

- 3aKOHHOCTBH - IPEJANoJaraeT OCyIIECTBICHHE 3al[UTHBIX MEPOINPUITHH M pa3paboTKy
CHCTEMbI  3alMTBI  HHpOPMAIMM  YUpPEeKJACHUS B  COOTBETCTBHH C  JICHCTBYIOIIMM
3aKOHOJIaTEeILCTBOM B objacti uHbopManuu, UHGOPMATH3AIMU M 3alMThl MHpOpMAIMH, a
TAaKKe JIPYrMX HOPMATHBHBIX aKTOB IO 0€30macHOCTH MH(OpPMALMK, YTBEPKICHHBIX OpraHaMu
rocynapcteHnoil Biactd. [lpuusateie Mepbl MHQOpPMAIMOHHON 0€30MacHOCTH HE JIOJDKHEI
NpensTCTBOBATL  JIOCTYIY — IIPABOOXPAHMTENBHBIX ~ OpPraHoB B IIPeJyCMOTPEHHBIX
3aKOHOJIATEILCTBOM CllydasX K pecypcam HHGOpPMALMOHHBIX cucreM. Bee mnosb3oBarenu
MHPOPMAITMOHHBIX CHCTEM Y UPEKACHHUS 10JKHBI MIMETh IIPEJICTaBIeHHE 00 OTBETCTBEHHOCTH 3a
1paBoHapyuieHus B obiactu uudopmanumu;

—  CHCTEMHOCTDL - CHCTEMHbIH MOJIX0/I K MOCTPOCHUIO CHCTEMBI 3aIlUThl HH(pOpMaLUuu B
VUPEHKJICHUH  IIPEJIIojaraeT — ydeT BCEX  B3aUMOCBSA3aHHBIX, B3aMMOJICHCTBYIOIIMX U
M3MEHSIONIMXCS BO BPEMEHHM 3JIEMCHTOB, YCJIOBHH M (DAKTOpPOB, 3HAYMMBIX I NOHUMAaHHS U
pewenust npoOsiemsl  obccnieuenns HHGOpMaNMOHHOM Oe3onacHocTH  Yupexaenus. [lpu
CO3/JaHMM CHUCTCMBI 3alMTHl YYMUTBHIBAIOTCSH Bce ciabble W HauboJiee YySI3BUMbIE MecTa
HHPOPMALMOHHBIX CHCTEM YUpEKJIEHHS, a TakkKe XapaKTep, BO3MOXHBIE OOBEKTHI U
HalpaBlIeHus araK Ha Hee CO CTOPOHBI HAPYIIXTENEH, IIyTH HECAHKIIMOHUPOBAHHOIO JIOCTYNA K



uHpopmanun. CucremMa 3alUTBI JIOJDKHA CTPOMTBCA C YYETOM BO3MOXKHOCTH MOSIBICHHS
NPUHLKIIHAIBHO HOBBIX IIyTEH peann3aiuu yrpo3 6€301nacHOCTH;

-~ KOMIUICKCHOCTb - KOMIUICKCHOE HCIIOJB30BAHUE METOJIOB M CPEACTB 3aIlHTEI
HH()OPMAIMOHHBIX CUCTEM IIPE/IIOJIaraeT COrjacoBaHHOE IPUMEHEHHE IPOrPaMMHBIX H
TEXHUYCCKUX CPEJICTB TIPH NOCTPOEHHH LIEJIOCTHOH CHCTEMBI 3alIMTHI, IE€pEKphIBAIOIIECH Bce
3HAYUMMBIC KaHasbl peajM3aluy yrpo3. 3amura JOKHA CTPOUTCS SLIEJIOHMPOBAHO. BHelHss
3alMTa  obecrnieyuBaThesl (PM3UUYECKHMMH  CPEACTBAMH, OpPraHH3allMOHHBIMH M [IPABOBBLIMU
MEpaMH;

— HCOPEPBIBHOCTH 3allMThl - JUIs oOecrnedyeHus 3TOro TpHHIMUNA HeobXoauma
TIOCTOSIHHAs  OpraHu3aloHHas (aJMHHHCTpPAaTHBHAs) IOJJEepXkKKa (CBOCBpEeMEHHas CMEHAa H
obecrieyeHUe MPABHIIBHOIO XPAHEHHWSI U MPUMEHEHHS MMEH, maposieif, Kiodel mudpoBaHus,
nepepacnpeie/IeHHe MOJIHOMOYHH );

— CBOCBPEMEHHOCTH - IPEAINOJIAraeTcs YIpeKIalomui Xapakrep Mep obecrnedyeHus
uHGOpPMALMOHHOH 0e3011aCHOCTH, TO €CTh IIOCTAHOBKA 3a/1a4 110 KOMIUIEKCHOH 3ammre
uHopmanmu 1 peanusanus Mep odecnedenus Oe3onacHoCTH UHGOPMALMH Ha PaHHUX CTAIMAIX
pa3paboTKn MH(YOPMAIIMOHHBIX CHCTEM.

PaspaboTka cuCTEMBI 3alMThl BEAETCS MapaielbHO ¢ pa3paboOTKOH M pa3sBUTHEM CaMON
nojuiexkKanlei 3amure HHPOPMAIMOHHON CHCTEMBI;

— IIPEEMCTBEHHOCTH M COBEpIIEHCTBOBAaHME -  TIpEANoaraer  IOCTOSHHOE
COBCPIICHCTBOBAHUE MEP M CPEICTB 3allMThl MH(GOpPMAIMM HA OCHOBE IPEEMCTBEHHOCTH
OpraHM3alMoOHHbIX U TEXHUYECKUX PEIICHUH, KaJpOBOro cocTaBa, aHanu3a (yHKIIMOHUPOBAHUS
UH(POPMAIMOHHBIX CHCTEM YUpPEKICHUS W CcHCTeM HHQOPMALMOHHOW 3alUThl C Y4ETOM
M3MCHCHMH B METOJIaX M cpejcTBax Iepexsara HH(OpMAalMH, HOPMATHBHBIX TpeOOBaHHM IO
3alMTe, IOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0eiKHOro OIbITa B 3TOi 0bacTu;

- IepCcoHalbHas OTBETCTBEHHOCTh - IIPEAIOJIAaraeT BO3JIOKEHHE OTBETCTBEHHOCTH 3a
obecrieuenne MHQOPMAMOHHONH OE30IaCHOCTH HA KaXIoro paboTHHKA B Npelelax ero
IIOJIHOMOUHii. B COOTBETCTBMM ¢ 3THM IHPHUHIMIIOM paclpelelieHHe MpaB H 00sS3aHHOCTEH
pabOTHHKOB CTPOUTCS TaKuM 0Opa3oM, 4TOOBI B ciiydae M000ro HapyIIeHHs Kpyr BHHOBHHKOB
OBUT YETKO M3BECTEH MJIH CBEJICH K MUHUMYMY;

- MHHUMH3ALUS  TOJHOMOYHMHM - TIpeanojaraeT IpefOoCTaBICHHE I10JIb30BaTENSIM
MHHHMaJIbHBIX IIpaB JIOCTYIa B COOTBETCTBHM CO CiyxeOHOW HeoOxoaumoctbio. JlocTynm K
uH(OPMALMK JI0JDKEH NPE/IOCTABISITECS TOJMBKO B TOM ClIydae H oObeMe, el 9T0 He0OXO0IHMO
pabOTHHUKY JIJIS BBINOJIHEHHS! €ro J0KHOCTHBIX 00513aHHOCTEH;

- THOKOCTL cHeTeMbl MHGOPMAIMOHHON O€30IaCHOCTH - NperojaraeT CrnocoOHOCTh
chcTeMbl MH(pOpMaMoOHHOH 0e30MacHOCTH pearupoBaTh Ha HM3MEHEHHsI BHENIHEH Cpeibl H
YCJIOBHH OCYIIECTBIICHUS YUPEXIeHHEM CBOEH JeATeIbHOCTH.

B gucio Takux u3Menennili BXOIAT:

*  M3MCHEHHMs OPraHU3alMOHHON U INTATHOH CTPYKTYPBI YUpek/IeHuUs;

© M3MCHCHME  CYIIECTBYIOIIMX WM  BHEJPEHUE INPUHIHUIHAIBHBIX  HOBBIX
HH(POPMALHOHHBIX CHCTEM;

* BBOJI B OKCIIJIyaTallMIO HOBBIX TEXHUYECKUX CPEICTB;

— POCTOTA TPUMEHECHHS CPEICTB 3alUThl - MEXAHHU3MBl M METOJbI CHCTEMBI 3aIUTHI
HH(pOpMaLUUK JI0/KHEI OBITH IOHSTHBI W IPOCTHI B HCIONB30BaHUH. [I[pUMEHEHHE CPENCTB U
METOJIOB 3aLIMUTEI HE CBA3aHO CO 3HAHMEM CIIELHAJILHBIX S3BIKOB MJIH C BBITOJIHEHHEM JEHCTBHUIA,
TpeOYIOIMX ~ 3HAYMTEIbHLIX  JOMONHHTEJBHBIX  TPYJA03arpaT mpH  0ObMHOM — pabore
3aperuCTpUpPOBAHHbBIX 110JIb30BaTeNeH, a Takxke He TpeOyeT OT IONIB30BATEls BBINOJHEHHS
MaJIOMOHSATHBIX €MY OIepallnii;

- 000CHOBaHHOCTH M  TEXHHYECKAs  pealu3yeMoCTb -  [pPEAnojaraer, 4ro
HHPOPMALIHOHIBIC TCXHOJIOIMH, TEXHHYECKHE H IIPOrPaMMHBIC CPEJACTBA, CPEACTBA H MEpHI
3QUIMTBI HIIOPMAIMK PEalI3yIOTCsl HA COBPEMEHHOM TEXHHYECKOM YPOBHE ¥ OOOCHOBAHBI IS
JOCTHIKEHUS 3a/IaHHOI0 YPOBHs 0€30I1aCHOCTH M 3KOHOMHMYECKOH 11e1eco00pa3sHOCTH, a TaKKe



COOTBETCTBYIOT YCTAHOBJICHHBIM HOPMaM U TpeOOBaHUAM 110 6€30MacHOCTH HHOpMALHH;

- crnenManM3ands d npoQecCHOHATM3M - INPEAoaraeT IpUBJICYEHHE K pa3padoTKe
CPEeJICTB M peaju3allid Mep 3alluThl HH(pOpMALUMM CreNUaJU3UpOBAHHBIX OpraHU3allki,
Haubosiee [OJArOTOBJIEHHLIX K KOHKPETHOMY BHAY JEATEJIBHOCTH 10 00ecreueHHIO
6ezonacHocTH  MH(OPMALMOHHBIX PECYPCOB, HMEIOLIMX OIBIT MPaKTHYECKOH paboThl H
rOCY/JapCTBCHHYIO JIMIICH3MIO Ha IIPaBO OKaszaHWs YCIyr B 2Toi obmactu. Peanuzamus
A/IMHUHUCTPATHBHBIX MEP M SKCILIyaTal[dH CPEJICTB 3aIIUTHl OCYIIECTBIACTCS NPO(ECCHOHAIBHO
NOArOTOBJICHHBIMU CHENHAIUCTAMH 3aLUTHI HHPOPMAIHH Y UpEIKIeHHU;

- 00s13aTeJILHOCTL  KOHTPOJISL - Tpejnonaraer o00s3aTelbHOCTE U CBOEBPEMEHHOCTH
BBISIBJICHHSI H IIpBCC‘{CIIHH I[TOIIBITOK Hap}/U.IeHHH YCTaHOBIICHHbIX IlpaBHJ'l OGCCIIG‘ICHHH
Oe3onacnoctd uHpopmaiuu. KoHTponb 3a JesaTelbHOCTHIO TI000ro MOJB30BATEs, KakI0TOo
CpelcTBa 3alMThl M B OTHOIUICHHH JIO00ro O0BEKTa 3allUThl OCYIIECTBIIAETCS Ha OCHOBE
INPUMEHEHHMS  CPCACTB  OINCPATHBHOTO  KOHTPOJS W pPErucTpalid, H  OXBaTbhIBAET
CAHKIIMOHMPOBAHHBIC M HE CAHKIIMOHHPOBAHHBIC JICHCTBHUS TIOJIB30BATE/ICH, Npeanoaraet
[PEIOCTaBICHHE TTOJIL30BATE/IIM MUHUMAIBHBIX TIpaB JOCTyIa B COOTBETCTBHH CO CIIyXKeOHOMH
HeoOxoaumocTeio. JlocTyn K HHGOpMALUU JIOMKCH IPEJOCTaBIATECA TOJBKO B TOM CiIydae U
obbeme, ecit 9T0 HeoOX0UMO pabOTHHUKY JUIsl BHITIOJHEHHS €ro J0/DKHOCTHBIX 00s3aHHOCTEH.

BeisiBiennble paboTHUKaMU YUpeKJICHUST HEAOCTATKH CHCTEMbI 3allUThl MHGOpMALHH
JIOBOJIATCSL /IO CBCJACHHUA HENOCPECACTBEHHOro pykKoBomuTessi. O CYHIECTBEHHBIX HEJIOCTaTKax
coo01aeTes IMPeKTopy Yupei/IeHus.

6. Mepbl, MeTOIBI 1 cpe/icTBa oOecnedeHHst HHGOPMAIHOHHOH He30nacHoCTH

6.1 Meps! obecrieuenus HHOOPMAIHOHHON 0e301acHOCTH:

6.1.1 3aKOHOJIaTeNNbHbIe  (IIpaBOBBIE)  Mepbl  oOecrieueHuss  HHPOPMAITHOHHOMN
Oe3onacHOCTH - K JIAHHBIM MepaM OTHocsitcst JeicTByroinue B Poccuiickoii Denepanuu
3aKOHOJIATEILHBIC U MHbIE HOPMATHBHBIE AKThbl, PErIaMEHTHUPYIOIIME IpaBuiia OOpalleHus ¢
uHpoOpMarMeil, 3akperuisionie npaBa M 00S3aHHOCTH  YYAaCTHUKOB HMH(POPMALMOHHBIX
OTHOIICHWH B nporecce ce 00paGoTKM M HCNOJB30BaHUSA. A TakKKe YyCTaHABJIMBAIOIIME
OTBETCTBCHHOCTL 34  HapynIeHMs  3THX npaBui. [IpaBoBble  Mepnl  ofecrneuyeHus
uHpopmanmonnoi  0C301aCHOCTH HOCAT YNPEKJAIOIUH, NpoQUIAKTHYECKHA XapakTep H
TpeOyIOT MOCTOSHHON pPa3zbsACHUTENBHOM paboTBl ¢ TOJNB30BAaTENSIMH U 00CITY)KHBAIOIIAM
nepcoHayoMm HH(POPMAITHOHHBIX CHCTEM Y YpPeiKICHHS.

6.1.2 TEXHOJIOTHUECKHe Mepbl olecrieyeHns HHPOPMAIMOHHOW Oe30MacHOCTH - K
JAaHHBIM MEpaM OTHOCAT TCXHOJIOMHYCCKHUEC PCHICHUA U IIPHUCMBIL, HAITPaBJICHHBIC HA YMCHBLIIICHHE
BO3MOKHOCTH COBEpIICHUs pa0OTHHKaMU OIIMOOK M HapyllIeHHH B paMKax IIpeoCTaBlIeHHBIX
UM IIPaB U IOJIHOMOYHIH.

6.1.3 OpraHu3aluoHHble (aIMHHHCTPATHBHBIC) MEPbL oOecnieyeHus: HHGOPMalMOHHOH
6e3011aCHOCTH - 3TO Mephl OPraHU3allMOHHOIO XapakTepa, PerJaMeHTHPYIOUIHE IPOLECCHI
(GYHKIHOHUPOBAHUS CHCTeMBbI 00Pa0OTKH JIaHHBIX, HCIIOJIb30BAHHE €€ PECYPCOB, JEATEIBHOCTD
00CIyKHBAIOLIEIO NIEPCOHANA, a TaKKe MOPSIOK B3aUMOJEHCTBHUS I0JIb30BaTEIeH ¢ CHCTEMOI
TakuM o0pasom, 4ToObl B HauOOJIbIICH CTENEeHH 3aTPyJHUTh WM HCKIOYHTH BO3MOXKHOCTH
peamsaiuu yrpo3 0¢301acHOCTH UIIM CHU3UTH pa3Mep MOTEPh B ClIydae HX peald3alltu.

Opranu3anmoHieIMA - (aZIMMHUCTPAaTHBHBIMU) MepaMu obecriedeHust WH()OPMALHOHHOM
0e3011aCcHOCTH SIBIISIOTCS:

- perjameHTaims jocryna B Yupexjaenne onpezensercs "[lonoxeHremM o mpomycKHOM
¥ BHYTPHOOBEKTOBOM perkumMax’;

= perjamenTanus Jonycka pabOTHUKOB K MCIIOJIb30BAHUIO HH(OPMAIIMOHHBIX PECYPCOB
onpeessieres "llonoxkennem o 3alnTe NepCcOHATBHBIX JaHHBIX'";

-anaiM3 TpeOOBaHMI K 92J€MEHTaM CHCTEMBI HA OCHOBE 3asdBOK I10Jb30BaTelel Ha
obciyxuBanue 1 MOAM(PHKALMIO anTapaTHBIX U IPOrPAMMHBIX PECYPCOB;

-obecrieuctime ¥ KOHTPOJIb (DPH3MUECKOH LEIOCTHOCTH (HEH3MEHHOCTH KOH(MHMIYPAIHH)
CPEACTB  BBIMHCIHTCIBHOW TeXHUKH ompezensercs "llopsakoM HCHONb30BaHHS —CPENCTB



BBIYHCIHTELHON TEXHUKH'";

- o0yuenume mojb3oBatesieil  pernameHtupyercs  "MHCTpykmued  mosb3oBaTens,
OCYLIECTBJISIOLIECTO  00pabOTKY I1E€pPCOHANBHBIX JIAaHHBIX Ha OOBEKTaX BBMYHCIHMTENLHOM
TeXHUKH";

- ycinoBus 00paboTKH HMH()OPMALMOHHBIX PECYpcOB KOH(HICHIHAIBHOIO XapakTepa,
OTBETCTBCHHOCTH 3a HapyIICHHs YCTaHOBJIEHHOIO IOps/Ka MOJIb30BaHUSI WH()OPMAIHOHHBIMH
pecypcamu Yupexaenus onpezensercss "ITonoxenneM o mopsiike oOpaleHus co ciyxeOHOM
uH(pOpMalMed OrpaHHYeHHOro pachpoctpaHeHusa”, a Ttaike "[lonoxkeHHeM o 3amuTe
NEPCOHAIBHBIX JIAHHBIX".

6.1.4  ®dusuueckue mepol odecrieyeHuss HHGOPMALHOHHOM 0€30TIaCHOCTH.

Dusuyeckue Mepel obecrieueHUst HHPOPMAITMOHHOH O€301acHOCTH

OCHOBaHbI Ha IIPUMEHECHUH MEXaHUUYECKUX, 3JIEKTPOHHBIX HIIH 3JIEKTPOHHOMEXaHHUYECKHUX
YCTPOHCTB, CICHHAIBHO IIPEIHA3HAYEHHBIX JUI CO3JaHUsl (DU3HYECKHX TPENsATCTBHH K
dJIeMeHTaM HH(OPMAIIMOHHBIX CHCTEM M 3alllHINacMOi HH(OPMAIHH.

6.1.5 Texnuueckue (anmapaTHO-IporpaMMHbIE) Mepbl obecrieyeHHst HH)OPMAIHOHHOM
0€3011aCHOCTH  OCHOBaHbl Ha HCHOJIB30BAHMH DJICKTPOHHBIX YCTPOHCTB M  CHENHATbHBIX
OpOrpamMM U BLIMOJIHSIONMX (CAMOCTOSATENEHO MM B KOMIUIEKCE C APYTHMH CpPEICTBaMH)

Gysknuu 3ammTel (MACHTHQUKAIMIO W ayTeHTH(QUKAIMIO I0JIb30BaTelel, pasrpaHUYeHHe
J0CTyNa K pecypeam, PErueTpanuio coObITHH, KpunTorpadguueckoe 3akpbiTue HHOOPMAIHH).



